2024 Beyond Technology Summit on Informatics International Conference (BTS-12C) | 979-8-3315-0857-9/24/$31.00 ©2024 |EEE | DOI: 10.1109/BTS-12C63534.2024.10942276

2024 Beyond Technology Summit on Informatics International Conference (BTS-12C)

Enhancing Advanced Encryption Standard with
Chaotic Map and Dynamic S-Box

Candra Tangguh Pradipta
Department of Informatics
Institut Teknologi Sepuluh Nopember
Surabaya, Indonesia
6025241035@student.its.ac.id

Dwi Sunaryono
Department of Informatics
Institut Teknologi Sepuluh Nopember
Surabaya, Indonesia
dwi@its.ac.id

Abstract—Advanced Encryption Standard (AES) is one of
cryptography algorithms widely used for protecting data across
various sectors of technology. Although widely used, there are
still some vulnerabilities in AES, notably the fixed S-Box and the
lack of a MixColumn step in the final encryption round, which
limit its resistance against specific cryptographic attacks. This
paper proposes a new enhanced AES algorithm targeting 128-
bit key encryption, including the introduction of dynamic S-Box
to replace the fixed S-Box, key generation based on Chebyshev
chaotic map, and modified encryption process incorporating
MixColumn step in the final round and reduction of number of
rounds. These modifications aims to increase complexity and
improve resilient against decryption against unauthorized
parties, while improving the performance of the algorithm.
Experimental results demonstrated that the proposed algorithm
successfully enhanced both security and performance. The
proposed algorithm achieves a higher average avalanche score
of 53.02 %, surpassing the standard AES score of 50.00 %. For
the encryption time, the proposed algorithm demonstrates
faster encryption time across various file sizes, with a reduction
of approximately 20% compared to the standard AES.

Keywords—AES, chaotic map, chebyshev map, cryptography,
dynamic S-Box

L INTRODUCTION

With the rapid growth of data processing technology, data
security has become one of the most pressing concerns that
must be prioritized across different sectors such as financial
services, healthcare, education, even the government [1].
Moreover, data can be accessed remotely by anyone with ease
[2]. Data security itself refers to the process of protecting
digital information from physical harm or theft, while
ensuring its confidentiality and availability remain intact [3].

One of the most commonly used method to ensure data
security is cryptography. The word cryptography originates
from Greek, meaning “creating secrecy”. It is a process of
transforming original information, known as plaintext into
secret information called ciphertext [4]. Cryptography can be
classified into two types : symmetric key encryption and
asymmetric key encryption. Symmetric key encryption uses a
common key for both encryption and decryption process.
While in asymmetric key encryption, two different keys are
used : public key for encryption and private key for decryption
[5]. In this paper, we focus on one implementation of
symmetric key encryption, namely the Advanced Encryption
Standard (AES).

AES encryption was developed by Joan Daem and
Vincent Rijmen and introduced by National Institute of
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Standards and Technology (NIST) [6]. In fact, it was the first
encryption algorithm by NIST that has been approved and
made publicly accessible. AES algorithm has been widely
used for various purposes, including secure communication,
VPN, and payment systems as demonstrated in [7], [8], [9].
However, there are certain vulnerabilities in AES system. For
example, the use of fixed S-Box can be considered to provide
inadequate protection. Another vulnerability includes the
absence of MixColumn step in last round which lacks an
effective role in security factor [10]. Previous studies [11],
[12], [13] have proposed solutions for these vulnerabilites by
implementing various modifications to the AES algorithm.

This paper proposes a new enhanced AES algorithm by
modifying the encryption process. The proposed algorithm
introduces some modifications on the standard AES,
including: subtituting static S-Box with dynamic S-Box,
shuffling encryption key using chaotic map, reducing the
number of rounds, and adding MixColumn step on the last
round of encryption.

II. RELATED WORKS

Several previous studies have explored the modifications
to the AES algorithm as listed below :

A. AES Encryption

AES is a block cipher algorithm introduced by NIST in
2001 [6]. The algorithm supports three key lengths : 128,192,
and 256 bit. This paper focuses on the 128-bit key length
encryption. In 128 bit-key encryption, the number of rounds
is 10 rounds. The flowchart of standard AES encryption
process is as shown in Fig 1.
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Fig. 1. AES Encryption
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AES takes plaintext as input. The plaintext is then
encrypted through a sequence of processes as many times as
the number of rounds. Every round, with the exception of the
last round, includes four steps : SubBytes, ShiftRows,
MixColumn, and RoundKey. In the last round, MixColumn
step is absent.

B. Dynamic S-Box

Standard AES encryption uses a predefined static Rijndael
S-Box in SubByte step. SubByte is a non-linear
transformation where each byte in the state undergoes a
substitution based on substitution table (S-Box) independently
[14]. The sequence of processes in the SubByte operation is
as follows: a) 16x16 S-Box is constructed using a combination
of mathematical transformations : inversion of Galois Field
GF(2®) and affine transformation. b) Each byte in the state is
replaced with the corresponding value from the S-Box. Affine
transformation in standard AES is shown in Equation 1, where
the obtained value of b undergoes an XOR operation with a
constant value equals to 0x63 in hexadecimal.

So1 1 0 0 0 1 1 1 19[bo] 1
si| |11 .0 0 0 1 1 1f|h 1
Sy 11100 0 1 1||b2 0
S3 11110 0 0 1||bs 0
54_11111000b4X0R0 (1)
Ss 01 111 1 0 0}lbs 1
Sss] [0 o1 1 1 1 1 oflp 1
s 1 lo o0 11 1 1 tp] 0

A previous study [11] proposed the substitution of static
S-Box with dynamic S-Box. While the static S-Box uses
constant hex value of 0x63 (99 in decimal) for XOR operation
in affine transformation, the proposed method used a random
generated decimal number between 20 to 255. This
substitution increased the level of complexity in decryption
process by a third party. However, the paper does not explain
how the decryption process involving the random generated
number is performed.

C. Chaotic Map

Chaotic maps are mathematical functions that produce
complex, unpredictable patterns depending heavily on the
starting seed value [15]. Chaotic maps exist in various
dimensions, ranging from one-dimensional to multi-
dimensional.

Several studies have proposed the implementation of
chaotic map in the encryption process. A study [11]
implemented a 1D chaotic map, called Sine Map for new key
generation derived from the original key. Another research
[12] combined 2D and 3D chaotic maps for key generation
process.

This paper proposes implementation of a 1D chaotic map,
named Chebyshev Map. Chebyshev map considered suitable
for encryption due to its efficiency and its ability to offer a
satisfactory level of security and randomness, thanks to its
inherent chaotic properties [16]. Chebyshev Map can be
written as Equation 2.

cos(narccos x) if x| <1
T (x) = cosh(n arcosh x) ifx=1 (2)
(=)™ cosh(n arcosh(—x)) if x < -1

D. MixColumn Step

In a standar AES, the encryption process consists of four
steps each round : SubByte, ShiftRow, MixColumn, and Add
Round Key; except for the last round where MixColumn is
absent. Research by [13] proposed a modification on the last
round of encryption by implementing MixColumn. Another
research [17] provided a completely different approach
regarding this matter. Instead of using MixColumn on each
round, this research replaced it with a new process called
“permutation”.

III. PROPOSED METHOD

We propose a new AES algorithm with modifications on
its encryption process as shown in Fig. 2.

A. Modified S-Box

In this study, we propose a dynamic S-Box as a
replacement for the static S-Box used in standard AES.
Instead of using 0x63 as a constant value, this method uses a
value obtained from the the first byte of the key. In result, the
affine transformation formula becomes as follows in
Equation 3, where x¢ to X7 is the binary value of the obtained
value. For example, the given key in hexadecimal is “ 70 61
73 73 77 6F 72 64”. On this case, the value used for XOR
operation in affine transformation is 0x70 (binary
01110000).
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B. New Key Generation using Chaotic Map

In this proposed method, chaotic map (Chebyshev Map)
is used for new key generation. The key inputted by user is
processed using an algorithm as shown in Table I. This
algorithm converts the key from ASCII text value into
hexadecimal value.

C. MixColumn

The last round of standard AES encryption doesn’t
include MixColumn step. In this proposed algorithm, we
implemented the MixColumn step in the last round (8%
round) just as shown in Fig.3. This approach is expected to
enhance the security level of encryption.

TABLE I. New Key Generation

Algorithm 1 : Key Generation using Chebyshev Map
Input : input_key
Output :
: function generate new_key(input_key):
mod key =]
for each character in input_key:

mod_key.append(ASCII value of character % 9)
: for each value in mod_key:
chaotic_sequence =[]
repeat 15 times:

y = chaotic_value
9:  chaotic_sequence.append(absolute value of'y)
10: append chaotic_sequence to chebyshev_map key
11: chaotic_bytes =[]
12: for each value
chebyshev_map_key:
13: chaotic_bytes.append((value * 100) % 256)
14: random_key = Generate 16 random values between 1 and 6
15: new_key =[]
16: for each chaotic_byte and corresponding random_key byte:
17: new_key.append(chaotic_byte XOR random_key byte)
18: final_key = Convert new_key to bytes
19: return final key
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Fig. 3. Adding MixColumn to Last Round

TABLE II. Test Data

Input Key 1234567891234567
File Type Text (.txt)
File Sizes 2 KB, 3KB, 4KB, 5KB, 10 KB

TABLE III. New Key Generation
Input Key 1234567891234567
New Key 59172e5912285¢152e5e13215¢13295¢

IV. RESULT AND DISCUSSION

For the evaluation process, we tested both proposed AES
algorithm and standard AES algorithm on five text files of
varying sizes, as detailed in the specifications provided in
Table I1.

A. New Key Generation

The input key is processed and converted into
hexadecimal value using the algorithm in Table I. The result
of the new key generation by the algorithm is as shown in
Table III. This new key is then used for the encryption
process.

B. Modified S-Box Construction

Using the new affine transformation formula defined in
Equation 2, a new S-Box is constructed. Since the value of the
first nibble from the new key obtained in the previous step is
0x59 (01011001 in binary), the affine transformation formula
can be defined in Equation 4.

S0 0 0
S1
S2
S3
Sy
Ss
Se
1s,1 L

1

XOR (4)
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O RO R RPFRPROOPR
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COR R R R R
OR PR OOOR R

0 1 1 1

Construction of S-Box using the affine transformation in
Equation 4 resulted in a completely new S-Box as shown in
Table IV. This new S-Box is then used in the SubBytes
process in each round of encryption replacing the Rijndael S-
Box.

C. Distribution of Ciphertext

To analyze the distribution value in the ciphertext, we use
a histogram diagram. A uniform distribution of values
indicates that an encryption algorithm is effective. The
distribution of byte value from the encryption result using
proposed algorithm can be seen in Fig. 4. The byte value is in
ASCII ranged 0-255. Fig. 4 shows that the ciphertext
distribution is relatively balanced.
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TABLE IV. New S-Box
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D. Performance Evaluation

The performance of proposed modified AES algorithm
was evaluated, including encryption time and avalanche
score compared to the standard AES algorithm. For the
encryption time, the evaluation process was done by testing
the algorithm in encrypting five text files of different sizes (2
KB, 3 KB, 4 KB, 5 KB, and 10 KB). The result of the test can
be observed in the Table V and Fig 5.

TABLE V. Encryption Time Comparison

File Size Encryption Time (s)
Proposed AES Standard AES

2KB 20.37 24.29

3KB 31.32 40.24

4 KB 54.05 66.03

5KB 64.33 77.49

10 KB 134.03 166.73

Encryption Time (s)
180
150
120
90
60
30
0
2 KB 3 KB 4 KB 5KB 10 KB

=@==Proposed AES Standard AES

Fig. 5. Encryption Time Comparison

Based on the result in Table V and Fig 5, it can be
observed that the proposed algorithm demonstrated faster
encryption time, approximately 20% faster than standard
AES, across various file sizes. The encryption time
difference between the two increases gradually as the file
sizes got larger.

To evaluate the security of the proposed algorithm,
avalanche effect test was done. Avalanche effect refers to a
property where a minor change, even only one bit, in the
plaintext will result in significant change in ciphertext [18].
A good avalanche score for an encryption algorithm is >
50%. Avalanche score can be calculated using Equation 5.

number of flipped bits
total bits

avalanche score = x100% (5

Avalanche effect test was conducted on three different
plaintexts in hexadecimal value listed on Table VI. The
avalanche score is obtained from the result of flipping the
most significant bit in the plaintext. The result of avalanche
effect test of proposed algorithm compared to standard AES
algorithm is as shown in Table VII. The proposed algorithm
produced a better average avalanche score than the standard
AES, even achieving highest score of 58.59 % on Test 2.

TABLE VI. Avalanche Test Data

Test Data in Hexadecimal
Test1 | 7061737377 6F 72 64 31 32 33 34 3536 37 38
Test2 | 56717650394A 46 4B 55 5A 69 66 48 4A 42 6A
Test3 | 67 6B 23 63 37 66 63 40 79 5E 76 5E 31 73 57 64
TABLE VII. Avalanche Score
Avalanche Score (%)

Methods Test 1 Test 2 Test 3 Average
Proposed

AES 53.12 58.59 47.66 53.02

AES
Standard 52.34 50.00 47.66 50.00
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V. CONCLUSIONS

The Advanced Encryption Standard (AES), although
widely implemented, exhibits certain vulnerabilities that
could affect its effectiveness against cryptographic attacks.
Specifically, the use of a fixed S-Box and the absence of the
MixColumn step in the final encryption round introduces
potential weaknesses. In addition, as data sizes increase, the
performance of the standard AES algorithm can be a limiting
factor for applications requiring both high security and
efficient processing.

To address these issues, this paper proposes an enhanced
AES algorithm for 128-bit key by incorporating chaotic map-
based key generation, dynamic S-Box, reduction in the
number of rounds, and additional MixColumn step in the final
round to address inherent limitations in standard AES that has
been mentioned. The proposed algorithm successfully
address those issues in AES algorithm, significantly
enhancing security and complexity against potential
cryptographic attacks.

Performance evaluation and experimental tests indicate
that the proposed algorithm achieved a higher avalanche score
and improved encryption time compared to standard AES,
particularly when handling a larger file. These results suggest
that the modified AES has potential for broader adoption in
fields requiring robust data security.

Future work could focus on exploring the scalability of the
proposed algorithm for different key sizes of AES algorithm,
larger datasets, and further optimizing dynamic S-Box
generation, as well as rigorous testing across various hardware
platforms to assess performance consistency.
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